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Abstract

Background: Today’s healthcare organizations want to implement secure and quality healthcare software as cyber-
security is a significant risk factor for healthcare data. Considering security requirements during trustworthy
healthcare software development process is an essential part of the quality software development. There are several
Security Requirements Engineering (SRE) methodologies, framework, process, standards available today.
Unfortunately, there is still a necessity to improve these security requirements engineering approaches. Determining
the most suitable security requirements engineering method for trustworthy healthcare software development is a
challenging process. This study is aimed to present security experts’ perspective on the relative importance of the
criteria for selecting effective SRE method by utilizing the multi-criteria decision making methods.

Methods: The study was planned and conducted to identify the most appropriate SRE approach for quality and
trustworthy software development based on the security expert’s knowledge and experience. The hierarchical
model was evaluated by using fuzzy TOPSIS model. Effective SRE selection criteria were compared in pairs. 25
security experts were asked to response the pairwise criteria comparison form.

Results: The impact of the recognized selection criteria for effective security requirements engineering approaches
has been evaluated quantitatively. For each of the 25 participants, comparison matrixes were formed based on the
scores of their responses in the form. The consistency ratios (CR) were found to be smaller than 10% (CR = 9.1% <
10%). According to pairwise comparisons result; with a 0.842 closeness coefficient (Ci), STORE methodology is the
most effective security requirements engineering approach for trustworthy healthcare software development.

Conclusions: The findings of this research study demonstrate various factors in the decision-making process for the
selection of a reliable method for security requirements engineering. This is a significant study that uses multi-
criteria decision-making tools, specifically fuzzy TOPSIS, which used to evaluate different SRE methods for secure
and trustworthy healthcare application development.
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Background
Today’s Information Technology (IT) has had a massive
impact on a number of areas of society. We live in an
era of IT in which technological resources such as soft-
ware, hardware, and sensors are becoming an essential
accessory in our daily lives [1, 2]. As we are increasingly
dependent on software in our day-to-day life, therefore
this technological dependency is a growing demand for
secure software. Traditionally, software vendors have fo-
cused on improving the quality of software code to im-
prove software security and quality [3]. Currently,
security and privacy has become an emerging subject
than ever between many healthcare organization, re-
searchers, IT professionals, primarily due to the recent
increase of Ransomware attacks around the world, and
moreover due to the increasing amount of data and the
exponential growth involved with the network of sys-
tems and technologies that produces and manipulates it.
Unfortunately, attackers know the importance of data in
patient medicinal records, rendering healthcare the big-
gest priority for cyber threats on ransomware compara-
tive to any other sector.
The security violation for a healthcare software prod-

uct causes enormous fatalities. For this reason, it is ne-
cessary to develop such a security-critical software
system in the best conceivable way. It does not inevitably
mean absolute security, however a reasonable high-
security level in relation to the given limitations. In re-
cent years, literature has offered a number of security
and privacy requirements engineering methods that as-
sist the software system designers and developers to im-
plement security and privacy concerns presented in the
traditional development model. Several methods deliber-
ate security or privacy requirements independently, how-
ever, some other approaches consider privacy as a subset
of security [4]. Software security requirements have be-
come an important part of the overall requirements ana-
lysis process during the software development process.
In the United States in 1996 the Health Insurance

Portability and Accountability Act, known as HIPAA,
was enacted. The law sets standards for data security as
well as privacy to safeguard patient records. HIPAA
compliance has now become an important consideration
in the healthcare industry for software engineers in re-
cent times, as several high-profile data attacks have ex-
posed millions of medical information nationally [5].
According to HIPAA Journal, there were 3054 data
breaches in the healthcare industry affecting over 500
documents between 2009 and 2019. All these violations
resulted in the destruction, theft, disclosure, or
unauthorized release of 230,954,151 data in healthcare
organizations. That is comparable to much more than
69.78% of the United States population. Data breaches of
healthcare information were confirmed at a frequency of

1.4 per day in 2019 [6]. The following Fig. 1 shows the
year-wise number of healthcare data breaches.
Software security is the fastest growing paradigm in

the IT security field [7, 8]. According to the recent IDC
Worldwide Semiannual Security Spending Guide, ex-
penditure on security hardware, services, and software in
Asia/Pacific is expected to reach USD 16.4 billion in
2019, an increase of 20.01% over the previous year. Fur-
ther, the IDC assumes investment in software security-
related products and services to grow at a five-year com-
pound annual growth rate (CAGR) of 20.1% over the
forecast period (2018–23) and reach USD 34 billion by
2023 [9].
Security requirements are one of the most important

parts of all non-functional requirements. Negotiation
with software security requirements during software de-
velopment may result in disastrous failure of the soft-
ware product affecting enormous damage of valuable
assets. Special attention should be given to the security
requirements of the software product during the soft-
ware development as a software system does not exist
physically.
The introduction of electronic health records raises a

variety of problems related to protection and privacy
that need addressing. Cyber-security in the healthcare
sector has been one of the major challenges. Recent ini-
tiatives to digitize various dimensions of healthcare, the
transition to electronic health, would have a huge effect
on healthcare sector growth. Healthcare records and in-
formation are distributed across networks, which mean
they are sensitive and vulnerable to a range of security
breaches. The possible threats for healthcare breaches
may include medical staff, malware or phishing attacks,
healthcare suppliers, electronic health equipment,
unauthorized access, etc. [5]. There are a variety of rea-
sons for the targeted healthcare records. Several flaws in
healthcare technology are available that can damage
confidential healthcare data. Electronic medical records
with other sensitive information can easily fall into
fraudulent hands, despite proper monitoring. Huge
amounts of confidential data and inadequate protection
appear to be key factors, however the high value and re-
liability of the information is actually what encourages
most attackers. Healthcare includes the highest propor-
tion of weak authentication implementations and the
closest frequency of data leakage. Such data points are
also problematic considering the amount of healthcare
services that interact with confidential patient data.
Obviously, the biggest challenge is to avoid improper

access or misuse of the medical records. The next chal-
lenge is whether any permitted access is traceable. This
in effect includes procedures for safe identification of in-
dividuals including doctors, patients, labs, etc. Eventu-
ally, documents in a censored or anonymized form
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ought to be made accessible to third parties. The rising
threat to healthcare and patient’s confidential data en-
ables application developers to become more rigorous in
designing successful security requirements to make
trustworthy healthcare web applications. For many
healthcare application developers, security requirements
are a major concern, and some of those have vital role in
the proper organizational goals of the software develop-
ment will try to incorporate security into the application
development process as soon as possible.
The identification of threats is significant and it facili-

tates the development of realistic and relevant security
requirements. Implementations for healthcare services
should be capable of storing and handle claims for re-
fund. In addition, the database would be open to enable
access to information about patient treatment in the
event of immediate necessity. There’s really common
understanding between many practitioners and re-
searchers that security effective and efficient security re-
quirements elicitation is important. Therefore the
creation of healthcare applications requires the integra-
tion of functional, non-functional requirements and also
architectural engineering practices [10]. One challenge
to resolve is the significant advancements in the market
needs, including during the creation of healthcare appli-
cations. Holding the emphasis on business properties,
though, which tend to be much more constant, is an in-
centive for IT system growth to be better matched with
the company. For a healthcare software application, as-
sets are something that are confidential and has financial
value to the organization, and that this is central to
achieving its strategic goals. It is important to keep them
protected. Figure 2 illustrates various types of assets for
the healthcare application system. Business assets are

patient confidential data, administration of healthcare
authorizations, and patient’s individual records in health-
care industry, while the IT asset includes different hard-
ware, software, associated stakeholders and networks. A
web based healthcare application should properly in-
corporate all the effective security requirements in order
to deliver trustworthy healthcare application software.
We notice that different security requirements engin-

eering techniques are available for the elicitation of se-
curity requirements in order to develop a quality and
trustworthy healthcare software system. However, the
selection of the most appropriate SRE approach for
trustworthy healthcare software development is a chal-
lenging task. The objective of this paper is to identify the
different criteria for the analysis of different security re-
quirements engineering approaches. Further, we select
the ISO 27005 standard [8] criteria for the selection of
effective security requirements engineering approach.
We evaluate each criterion by itself or in comparison
with other requirements, while ignoring the relationships
existing between them, and also without regard to the
effect of others on this priority value. In this paper, the
researchers formally review the different security re-
quirements engineering approaches and identify five best
approaches as alternatives for comparative analysis. The
main purpose of prioritizing existing security require-
ments engineering approaches is to help in quality and
trustworthy software development. In order to improve
decision making and to achieve this, it is necessary to es-
tablish a process adapted to requirements that take into
account these relationships, to help provide consistency
to the prioritization done. For that, before assigning a
final value of priority to each criterion it is important to
consider the operational significance of those criteria in

Fig. 1 Year-wise healthcare data breaches (Source: HIPAA Journal)
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the context of effective security requirements engineer-
ing with which it is in interdependency. In this paper we
use the principle of pair-wise comparisons of fuzzy
TOPSIS [11] method that is deliberated as the most
helpful method, to help to accomplish the best decisions
conceivable and to clearly present the rationality of the
decision made about prioritization.

Security requirements engineering
Security requirements engineering is an area of software en-
gineering, which comprises security, safety, risk, vulnerabil-
ities, and mitigation mechanisms. Security requirements
engineering has over the years proven to be a challenging
task. This is especially the case because pinpointing what se-
curity requirements are having been difficult. Despite all
these challenges, the demand for developing security require-
ments elicitation methods for the changing requirements of
networked environments is great. Mellado et al. [12] describe
software security engineering as a practice through which to
address software security issues in a systematic manner, is
known to be a very important part of the software develop-
ment process for the achievement of secure software systems.
According to Devanbu & Stubblebine security requirement
is considered as a manifestation of a high-level organizational
policy into the detailed requirements of a specific system
[13]. Lee et al. [14] draw attention to the significance of

considering security requirements in the development life
cycle, but do not define them. After analyzing the existing lit-
erature and best practices in the area of software security en-
gineering, the authors have defined the security requirements
engineering as:

“Security requirements engineering is a process of
generating prerequisite non-functional requirements
that stipulate a compulsory amount of system qual-
ity to prevent the adversary’s attack. It should be
considered early during the software development
process to deliver a trustworthy software product.”

Software security engineering procedure should in-
clude the use of repeatable and organized processes to
guarantee that the set of requirements found is
complete, reliable, easy to recognize and analyzable by
the different participants involved in the software devel-
opment process [15]. Security needs to be considered as
a quality constraint in all the phases of software develop-
ment process [16]. To develop a security-critical soft-
ware system [17] many security requirement frameworks
have been developed by different authors. Some of the
famous security requirements engineering approaches
are STORE [2], MOSRE [18], SREF [19], SREP [20],
SQUARE [21]. Security requirements engineering is an

Fig. 2 Security requirements engineering for trustworthy healthcare system
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important activity since bad security requirements can
lead to ineffective security or worth security holes [22].
The following section briefly discusses each security re-
quirements engineering approach.

SREP
Mellado et al. proposed Security Requirements Engin-
eering Process (SREP) [20] is a method that focuses on
the Common Criteria security assessment standard [23]
and is considered the principle of reuse. It deals system-
atically and intuitively with the security requirements.
This approach offers a catalog of security resource man-
agement and synchronizes the Common Criteria into
application development life cycle, in order to unify the
notions of requirements engineering as well as security
engineering. Several definitions and methods have been
used in consideration of this method: a catalog of secur-
ity tools (with properties, threats, specifications, etc.),
cases of abuse, threat / attack trees, including cases of
security uses. SREP was designed based on an under-
standing of the ISO / IEC 27002 standard [20].
SREP approach includes the following steps:

I. Agree on Definitions
II. Identify Vulnerable &/or Critical Assets
III. Identify Security Objectives & Dependencies
IV. Identify Threats & Develop Artifacts
V. Risk Assessment
VI. Elicit Security Requirements
VII. Categorize & Prioritize Requirements
VIII.Requirement Inspection
IX. Repository Improvement

SQUARE
SQUARE (Security Quality Requirements Engineering)
[21] developed by Carnegie Mellon University, It is a 9-
step method aimed at categorizing and prioritizing the
criteria for protection. This method provides a way to
solicit, categorize, and prioritize security specifications
for software applications. This methodology focuses on
building features into the early stages of a software de-
velopment lifecycle. It may also be effective to document
and analyse the safety aspects of drafted applications and
future changes may be guided and improvements to
those structures. Every step is designated with inputs,
outputs, members and procedures:

I. Agree on definitions
II. Identify security goals
III. Develop Artifacts to support security requirements

definition
IV. Perform risk assessment
V. Select elicitation techniques
VI. Elicit security requirements

VII. Categorize requirements
VIII.Prioritize requirements
IX. Requirements inspection

The SQUARE method had been modified to handle
privacy (P-SQUARE) as well as acquisition (A-SQUARE)
explicitly.

STORE
Ansari et al. developed Security Threat Oriented Re-
quirements Engineering Methodology (STORE) Method-
ology which is a ten-step security threat centric security
requirements engineering methodology [2]. It provides
methodological standards for organizational security sys-
tems with the help of standard system platforms as well
as interfaces in the perspective of increased possible key
infrastructure safety risks. The following section lists all
the steps of STORE methodology as well as describing
the functionality of each step.

I. Identify System Goals
II. Identify and Prioritize Stakeholders
III. Agreed upon Goals
IV. Asset Identification
V. Security Attack Analysis

� Point of Attack (PoA)
� Point of Belief (PoB)
� Point of Conjecture (PoC)
� Point of Dependency (PoD)

VI. Threat Identification and Categorization
VII. Risk Evaluation and Prioritization
VIII.Security Requirements Elicitation
IX. Security Requirements Validation
X. Security Requirements Specification Document

MOSRE
The Model Oriented Security Requirements Engineering
approach [18] seeks to use different models such as ap-
plication use cases, a misuse case etc. to enable quality
and safety and requires analysis. It is designed to refer to
web based application development. The peculiarity of
MOSRE is that it includes the verification of objectives
for whole system, the identification and modeling of
non-security requirements prior to actually addressing
the security requirements. It is therefore a technique
that can be implemented to the entire phase of require-
ments engineering, with special emphasis on safety. Dif-
ferent stages of MOSRE framework are:

I. Inception: Recognize web app goals, stakeholders as
well as assets

II. Elicitation
III. Elaboration: Produce structural analysis models
IV. Negotiation and validation of requirements
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SREF
Haley et al. proposed Security Requirements Engineering
Framework [19] which is a combination of engineering
requirements as well as security requirements. This is
recursive as it reverts back and forward between design
and technical specifications. The SREF approach pro-
vides following four steps:

I. Identify functional requirements
II. Identify security goals

� Identify assets
� Generate threat description
� Apply management principles (separation of duties,

functions, ..)

III. Identify security requirements: Constraints on some
or all of the security objectives. The safety
requirements are descriptively represented.

IV. Construct satisfaction arguments: represent that the
application is capable of meeting security
requirements.

Methods
To make good decisions we must well prioritize the rec-
ognized ISO 27005 standard criteria for effective security
requirement engineering selection, and so it is important
to take the consideration of all 25 security experts into
account when prioritizing. In our prioritization process
we use the technique of pairwise comparison of different
criteria through fuzzy TOPSIS. In order to selection of
best SRE approach; we need to compare pairs of these
criteria.

Criteria and alternatives selection
The first step in this process is the establishment of a
hierarchy model. The hierarchy model is composed of
the seven criterion group Security goal, Security require-
ment, Stakeholder, Asset, Threat, Vulnerability, Risk.
After the hierarchy has been established, the criteria
must be evaluated in pairs so as to determine the relative
importance between them and their relative weight to
the global goal. The study was planned and conducted
to comparatively evaluate the different criteria which are
considered by the software developer during the selec-
tion of effective security requirements engineering ap-
proach. A survey form was prepared to determine the
prioritization of the characteristics incorporated when
choosing effective security requirements engineering ap-
proach for the development of trustworthy healthcare

software system. This form was given to 25 security ex-
perts to collect their estimation on the pair-wise criteria
comparisons and fuzzy TOPSIS model was created. A
set of ISO 27005 standard criteria represents the bal-
anced hierarchical structure consisting of the seven main
criteria and five alternatives incorporating the objectives
and criteria when choosing the effective alternative as a
security requirements engineering approach. Some of
the popular SRE approaches which are used in this study
are SREP, SQUARE, STORE, MOSRE and SREF which
are represented by A1, A2, A3, A4, and A5 respectively.
The Fig. 3 shows the hierarchy representation of differ-
ent criteria and alternatives.
We mailed pairwise questionnaire form based on

seven points scale to each of the security experts. The
security experts were given a questionnaire that con-
tained a pairwise comparison sheet. The members con-
sisted of 25 security experts who were serving in the
different software organizations and who had experience
exceeding 15 years having deep knowledge about secur-
ity requirements engineering process during software de-
velopment. All security experts were security domain
experts who practice different security requirements in
their working places to build quality software products
and have valuable knowledge about the different modern
threats and software attack mechanism. They responded
about their satisfaction with their choices. Further the
collected data analyzed separately for each security ex-
pert. The following Table 1 shows the detailed descrip-
tion of each criterion.

Fuzzy TOPSIS method
Many multi-criteria-decision-making (MCDM) methods
were developed in order to rank alternatives differently.
Although evaluations of alternatives offered by MCDM
methods may sometimes be in contract, there are cir-
cumstances where distinct MCDM methods produce
very different recommendations [24–26]. A finite num-
ber of possible outcomes are selected, prioritized and
ranked by experts. Because there are several techniques
involved, Hwang and Yoon also include taxonomy to
identify the methods as: assessment metrics from ex-
perts, essential information attributes, and a big class of
methods. Even the description gives us a simple path to
learn MCDM approaches [11]. They introduced Tech-
nique for Order of Preference by Similarity to Ideal So-
lution (TOPSIS) which defines an instrument called
correlation to the ideal-positive solution as well as dis-
connection from the ideal-negative. The technique then
prefers an alternative with highest correlation to the
ideal-positive solution. They presented the TOPSIS
method built on the concept that even a significant short
distance through an ideal solution ought to be the best
option available.
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Several researches are available wherein the authors
used the fuzzy TOPSIS method to develop effective
decisions. Ashrafzadeh et al. [27] presented a Fuzzy
TOPSIS method to multi-criteria decision making for
choosing warehouse location under limited or imper-
fect data. They first defined the different selection cri-
teria for the warehouse location and afterwards
presented the alternative approaches against all the

selected criteria with the help of domain experts with
linguistic scale evaluations. Fuzzy TOPSIS is often
used to produce selection of the best alternatives for
aggregate scores. They also demonstrate a successful
implementation of fuzzy TOPSIS to something like a
true issue of selecting a big corporation’s warehouse
location in Iran. Sevkli et al. [28] used the fuzzy
TOPSIS method to select suppliers at a Turkish

Fig. 3 Hierarchical model of criteria and alternatives

Table 1 The ISO 27005 standard criteria for effective SRE approach selection

Criteria Description

Security goal (C1) Security goals clearly state what the software system must avoid and not how that preventative measures should be
accomplished.

Security requirement
(C2)

Security requirements are implications of software system threats that can be obtained only from design process. Security
requirements quite precisely reflect safety objectives.

Stakeholder (C3) A stakeholder is a person, an organization or a community with an interest with the under development software system. A
Stakeholder perspective defines a specific stakeholder’s requirements. The stakeholders can show various kinds of
requirements.

Asset (C4) Software asset would be any process / service that a corporation uses as part of the economic operations. For companies,
monitoring and managing such assets is essential, as they may involve regulatory risks, threats to brand equity and even
existence.

Threat (C5) Threats to software system are harmful elements of computer programs and programs that can potentially harm your
computer or capture personal and financial information.

Vulnerability (C6) Vulnerability may consider as software system defect that can consider leaving it open to manipulation. Vulnerability may also
correspond to any kind of deficiency in a software system on its own, in a set of processes, or even anything which leaves
the security and privacy of data at risk.

Risk (C7) Risk is a failure prediction; a possible issue that might or might not arise in the future. It is usually limited by inadequate of
information, regulation or time. It is possibility of experiencing from failure in software development life cycle.
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manufacturing industry. They applied this method to
assess the performance of alternatives on the shop-
ping site and rank the primary importance appropri-
ately for each other. TOPSIS considers a MADM
issue as a geometric structure with m points in n-
dimensional space, with m alternatives. The approach
is based on the principle that the selected alternative
should be the quickest range from the ideal-positive
solution as well as the longest range from the ideal-
negative.
In this method if each characteristic takes on asymp-

totically raising or lowering variation, then maybe an
ideal solution can be easily defined. That solution con-
sists of all possible to achieve best attributes, since the
worst solution consists of all attainable worst attribute
values. Assumed a decision-making issue with multiple
criteria has n alternatives, A1, A2, ..., An and m criteria,
C1, C2, ..., Cm. Each alternative is assessed against the
criteria of m. All the values/ratings are allocated to alter-
natives regarding decision matrix represented by
X(xij)m × n. Let W = (w1, w2,…, wm) be the weight vector
of criteria, satisfying

Pm
j − 1w j ¼ 1:

The fuzzy TOPSIS method comprises of the following
steps as shown in Fig. 4.

Step 1 create a decision matrix
In this research study there are 7 criteria and 4 alterna-
tives which are rated and ranked according to the
FUZZY TOPSIS system. The following Table 2 describes
the characteristics of criterion as well as weight assigned
with each criterion.
The Table 3 below shows the seven point fuzzy scale

used in this research study.

Step 2 create the normalized decision matrix
A normalized decision matrix can be estimated by the
following relation based on the positive and negative
ideal solutions:

Fig. 4 Flowchart of the fuzzy TOPSIS process

Table 2 Characteristics of Criteria

Criteria Type Weight

1 C1 + 0.143,0.143,0.143

2 C2 + 0.143,0.143,0.143

3 C3 + 0.143,0.143,0.143

4 C4 + 0.143,0.143,0.143

5 C5 + 0.143,0.143,0.143

6 C6 + 0.143,0.143,0.143

7 C7 + 0.143,0.143,0.143

Table 3 Fuzzy Scale

Code Linguistic terms L M U

1 Very low 0 0 1

2 Low 0 1 3

3 Moderately low 1 3 5

4 Moderate 3 5 7

5 Moderately high 5 7 9

6 High 7 9 10

7 Very high 9 10 10
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